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Knaccndmkauma aHamM3aTopoBs

* NpOrpamMMHbie

* NMPOrpaMMHO-anMnapaTHble



Cnocobbl nepexsaTa

* O6bIYHbIM «NPOCAYLLIMBAHNEM» CETEBOIO NHTEPDENCT;

» OTBeTB/IEHMEM (MPOrPAMMHbIM MJIM annapaTHbIM)
TpadmKa 1 HanNpaBAEHNEM €ro Konuu Ha cHndbep
(Network tap);

* Yepes aHanM3 NoboYHbIX 3/1eKTPOMArHUTHbIX U3JTy4EeHNN
M BOCCTAHOBJIEHME TaknMM 06pa3oM NpoC/yLLIMBAEMOrO
TpaduKa;

* Yepes aTaky Ha KaHasibHOM 2-oM (MAC-spoofing) ypoBHe;

* Yepes aTaky Ha KaHasbHOM ceTeBOM 3-M (IP-spoofing)
YPOBHe.



tcpdump — ytuanta UNIX (ecTb kK10H ana Windows),
No3B0JIAOLWLAA NEePexBaTbiBaTb M aHA/IM3MPOBaTb CETEBOW
TpaduK, NPOXOAALLMIA Yepe3 KOMMbIOTEP, HAa KOTOPOM
3anylieHa AaHHaA NporpaMmma.



MpocMoTp MHTEepdeNncoB
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sudo tcpdump -D

.wlan® [Up, Running]

.docker® [Up, Running]

.vboxnet® [Up, Running]

.vboxnetl [Up, Running]

.veth283f985 [Up, Running]

.any (Pseudo-device that captures on all interfaces) [Up, Running]
.lo [Up, Running, Loopback]

.ethO [Up]

.bluetooth-monitor (Bluetooth Linux Monitor)

10.nflog (Linux netfilter log (NFLOG) interface)
11.nfqueue (Linux netfilter queue (NFQUEUE) interface)
12.usbmon1l (USB bus number 1)

13.usbmon2 (USB bus number 2)



Bce 3anpocbl ¢ MHTepdeinca

$ sudo tcpdump -1 wlan@

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on wlan@, link-type EN10OMB (Ethernet), capture size 262144 bytes
19:04:24.115872 STP 802.1d, Config, Flags [none], bridge-id 8000.bc:ae:c5:88:91:28.8
19:04:24.219665 IP Arkasha-PC.local.bootpc > 255.255.255.255.bootps: BOOTP/DHCP, Req
19:04:25.118303 IP x220t.local.32371 > google-public-dns-a.google.com.domain: 29524+
19:04:25.186526 IP google-public-dns-a.google.com.domain > x220t.local.32371: 29524
19:04:25.287550 IP6 fe80::120b:a9ff:fedc:f638.mdns > ff02::fb.mdns: © PTR (QM)? 255.
~AC19:04:25.287614 IP x220t.local.mdns > 224.0.0.251.mdns: O PTR (QM)? 255.255.255.25

6 packets captured
50 packets received by filter
0 packets dropped by kernel



PunnbTp NO XOCTY

$ sudo tcpdump host readthedocs.org

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on wlan@, link-type EN10MB (Ethernet), capture size 262144 bytes

19:08:24.734572 IP x220t.local.44169 > readthedocs.org.http:
19:08:24.900671 IP readthedocs.org.http > x220t.local.44169:
19:08:24.900718 IP x220t.local.44169 > readthedocs.org.http:
19:08:24.900812 IP x220t.local.44169 > readthedocs.org.http:

Flags
Flags
Flags
Flags

[S]1, seq 16304875
[S.]1, seq 2780774
[.], ack 1, win 1
[P.], seq 1:733,

19:08:28.524595 IP readthedocs.org.https > x220t.local.37282: Flags [.], ack 2254,
19:08:28.605826 IP x220t.local.37282 > readthedocs.org.https: Flags [.], ack 9767, w

2@

83 packets captured

89 packets received by filter
0 packets dropped by kernel



Ewé ¢punbrpbl

Mo npoTokony:

$ sudo tcpdump -n tcp

Mo Ha3Ha4YeHwuto:

$ sudo tcpdump -n 'src 192.168.1.101'

Tonbko DNS nakeTbl:

$ sudo tcpdump -n 'udp and dst port 53'

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on wlan@, link-type EN10MB (Ethernet), capture size 262144 bytes
19:22:52.089174 IP 192.168.1.101.17166 > 8.8.8.8.53: 44241+ A? www.google.ru. (31)
19:22:52.149972 IP 192.168.1.101.61715 > 8.8.8.8.53: 63972+ A? www.google.ru. (31)
19:22:52.157017 IP 192.168.1.101.12023 > 8.8.8.8.53: 17412+ AAAA? www.google.ru. (31
19:22:54.062859 IP 192.168.1.101.30447 > 8.8.8.8.53: 54230+ AAAA? www.google.ru. (31



Mounck xocToB

NetBIOS:

$ nbtscan 192.168.1.0/24
Doing NBT name scan for addresses from 192.168.1.0/24

IP address NetBIOS Name Server User MAC address
192.168.1.0 Sendto failed: Permission denied

192.168.1.101 X220T <server> X220T 00:00:00:00:00:00
192.168.1.23 <server> 00:00:00:00:00:00
192.168.1.22 ARKASHA-PC <server> <unknown> 00:1b:fc:6c:c2:12

192.168.1.255 Sendto failed: Permission denied

Nmap:

$ nmap -sP 192.168.1.*

Starting Nmap 6.46 ( http://nmap.org ) at 2015-02-02 20:56 YEKT
Nmap scan report for 192.168.1.1

Host is up (0.0068s latency).

Nmap scan report for 192.168.1.20

Host is up (0.018s latency).



Tpaduk mexay ABYX y3/10B CETU

Tonbko ICMP nakeTbl (ping)

$ sudo tcpdump 'src 192.168.1.101 and dst 192.168.1.23 and icmp'

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on wlan@, link-type EN10MB (Ethernet), capture size 262144 bytes
19:36:45.340321 IP x220t.local > 192.168.1.23: ICMP echo request, id 10305, seq 1, 1
19:36:46.341472 IP x220t.local > 192.168.1.23: ICMP echo request, id 10305, seq 2, 1
19:36:47.342180 IP x220t.local > 192.168.1.23: ICMP echo request, id 10305, seq 3, 1
19:36:48.343557 IP x220t.local > 192.168.1.23: ICMP echo request, id 10305, seq 4, 1
2@

4 packets captured

4 packets received by filter

0 packets dropped by kernel



Mownck B Tpaduke

HTTP oTBeTbI co cTatycom 200

$ sudo tcpdump -n -A | grep -e '200 OK'

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on wlan@, link-type EN10OMB (Ethernet), capture size 262144 bytes
A).)...sHTTP/1.1 200 OK

A).9...VHTTP/1.1 200 OK



MOVCK NOrMHOB 1 NapoJien

$ sudo tcpdump -1 -A -1 lo | egrep -i 'pass=|pwd=|log=|login=|user=
|username=|pw=|passw=|passwd=|password=|pass: |user:|username:
|password: |login:|pass |user

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on lo, link-type EN1OMB (Ethernet), capture size 262144 bytes

Host: localhost:6543

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:35.0) Gecko/20100101 Firefox/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://localhost:6543/login/

Cookie: csrftoken=pVVycxJs2YaTCS5vpKTobOTINGSKjAM4; _LOCALE_=ru; _ga=GA1.1.195145305

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 53

--color=auto --line-buffered -B20

came_from=%2F&login=admin&password=123&submit=Sign+In



Wireshark

internals_Help

© @ m A Q< VT £ EBE sl EEX @
Filter: [ icmp v | Expression..  Clear A CoxparmTs,
No Tine Source Destination Protocol Lengtt Info

ng) re
13465 63.537046006 192.168.1.111 192.168.0.111 Echo (ping) request

13621 64.54477900€ 192.168.1.111 192.168.0.111 cHP 98 Echo (ping) request

13825 65.55279200€ 192.168.1.111 192.168.0.111 CHP 98 Echo (ping) request

14642 66.56101800€ 192.168.1.111 192.168.0.111 CHP 98 Echo (ping) request

19899 94.841887006192.168.1.28 192.168.1.111 CHP 98 Echo (ping) request

19902 94.84342000€ 192.168.1.111 192.168.1.28 cHP 98 Echo (ping) reply

20112 95.84459000€ 192.168.1.28 192.168.1.111 CHP 98 Echo (ping) request

20113 95.84466600€ 192.168.1.111 192.168.1.28 CHP 98 Echo (ping) reply

20329 96.84508000€ 192.168.1.28 192.168.1.111 CHP 98 Echo (ping) request

20330 96.84511600€ 192.168.1.111 192.168.1.28 cHP 98 Echo (ping) reply

26529 97.85295400€ 192.168.1.28 192.168.1.111 CHP 98 Echo (ping) request

26530 97.85306100€ 192.168.1.111 192.168.1.28 CHP 98 Echo (ping) reply

20748 98.84835400€ 192.168.1.28 192.168.1.111 CHP 98 Echo (ping) request

20749 98.84842700€ 192.168.1.111 192.168.1.28 cHP 98 Echo (ping) reply , seq=5/1280, ttl=64 (request in 20748)
26953 99.84963300€ 192.168.1.28 192.168.1.111 CHP 98 Echo (ping) request /1536, ttl=64 (reply in 20954)
26954 99.84969400€ 192.168.1.111 192.168.1.28 TCHP 98 Echo (ping) reply 5€q=6/1536, tt1=64 (request in 20953)
21713 103.5698400€ 192.168.1.111 192.168.1.1 cHP 98 Echo (ping) request 5eq=1/256, ttl=64 (reply in 21714)
21714 103.5711000€ 192.168.1.1 192.168.1.111 e 98 Echo (ping) reply 5eq=1/256, ttl=64 (request in 21713)
21920 104.5708080€ 192.168.1.111 192.168.1.1 CHP 98 Echo (ping) request m =0x59d8, 5eq=2/512, ttl=64 (reply in 21921)

»Frane 13190: 98 bytes on wire (764 bits), 98 bytes :aptul‘eﬂ (784 bits) on interface n
»Ethernet II, Src: IntelCor 6c: 9:0¢:6:38), Dst: Netgear 84:19:22 (00:24:b2:84:19:22)
»Internet Protocol Version 4, Src: 192.168.1.111 (192.168.1.111), Dst: 192.168.0.111 (192 168.0.111)
»Internet Control Message Protocol

00 24 b2 84 19 22 10 @b a9 OC 6 38 08 00 45 00 .5...".. ...8.
00 54 71 07 40 00 40 01 46 73 O a8 01 6f cO a8 Fs...o0..
00 6f 68 00 bd 58 59 81 00 01 4e 97 cf 54 00 00 N T
90 00 b 65 09 69 00 00 00 00 10 11 12 13 14 15

wlano: <live capture in progress. Packets: 25901 -

played: 23 (0,1%) Profile: Default




